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enrollment &
portal walkthrough

You can count on Allstate Identity Protection's restoration services,
even if you never log in. However, activating your online account
unlocks additional features and keeps you in the know.



getting started: your welcome email or text

Step 1 Allstate.

IDERTITY FROTECTION

Member ID: 123456874 | Log in

Within 24 to 48 hours of your Let's get you fully protected,
effective date, you'll get a Alex!

welcome email and/or text. Mearsbsar ID: 123
Click a button in the email or
tap the link in the text.

Welcome! You're enrolled in Allstate
dentity Protection as an employee
benefit through Allstate ldentity
Protection. Log in at

m/activate?

utm _medium=sms&utm campaign=AC |
TIVATION&memberld=86753098code=  (ARNUNINANAUNSIIUNIIRINI
to create your account. Msg&data rates LR

may apply. Reply HELP for help, STOP to /) Activate your features

The more wa monior, the befler we can help prolect you

hat to do next:

cancel.

7| Stay in the know
Lat us know how you want 1o resalve alarts — amall, baxt, ar
both.

3 Questionz7?

Step 2

Enter your personal email
address and create a
password to finish setting
up your account.

Allstate.

IDENTITY PROTECTION

Reset your password

New password*

LYY YT YY LYY Y T YY

Re-enter new password*

200000000000000000

Your password must contain:

v/ At least 10 characters

v/ At least 3 of the following:
v/ Lower case letters (a-z)
v’ Upper case letters (A-Z)
+ Numbers (0-9)

Special characters (e.g. |@#$

v e

+ No more than 2 identical
characters in a row

Reset password




getting started: your welcome email or text

Step 1 @Allstate Member ID: 1234567 Step 2 Allstat
IDENTITY PMROTECTION S a e
You'll receive a verification " Enter the login credentials T ReTECTON
email at the address Q you created to access Email address
you entered. Click the button your portal dashboard. alexsmith@gmail.com|
in the email. Verify your email address
Hi A, Password*

Wau have requasied o updale the emai addrass on your Allstats
|daniity PFrofaction account
J Forgot password?

Onea venfied, wall update your accounts amall address and youl

shart receiving nalifications abaut your account activity at this new
el Continue

First time logging in?

Need help? Call us at (800) 789-2720

Have a question?

IDENTITY PROTECTION




getting started: your welcome letter

Step 1

You may also receive a
welcome letter by mail. It
includes your Member ID
and a link to activate your
account.

to 1 millioninident

Mamber B  type - = type
[Subal] P L [Famity/Indivicual]

Fald alang the parforated linez, than carstully ramave your cand.

@) Alistate.

IDENTITY PROTECTION

Scan the OR code or wisit
myalp comiactivate to
complete your onling
setup and unlock all the
features and resounces
yourplan has to offer.

If you ever notice a suspicious charge on
your card, anew account you didn't open.
or any other signs that your personal
information may have been misused, it
could be asign of identity theft. Keep this
card handy 50 you'll knew how to cortact
us when something doesn't seem right.

This card is not required to
contact Us OF uUSe our Senvices,

Step 2

Type the link into your
browser and enter your
Member ID. Then, enter
your personal email and
create a password to finish
setting up your account.

Allstate.

IDENTITY PROTECTION

Let’s create your account

Identity protection helps safeguard your digital
identity. Stay ahead of online threats by creating
an account to access your full suite of features.

Member ID

12345678

Already have an account? Log in here.




view your Alistate. () =

portal dashboard Hi, Alex!

ALERTS

Dark Web Monitoring Activity

Compromised email address or username

Credit Activity

New account

Your dashboard gives you a snapshot of your account FAMILY

and easy access to every feature included in your plan.
Digital Footprint

Additional items detected

Protect your people. Share the coverage.

View family

Credit Activity

New account

Credit Activity

New inquiry

Dark Web Monitoring Activity

Compromised email address or username

IDENTITY HEALTH

Dark Web Monitoring Activity

Compromised email address or username

Your Identity Health Status is
low risk

low risk exposed

Dark Web Monitoring Activity

Compromised email address or username

We haven’t detected any threats to your
identity. Looking to better protect yourself?
See your personalized recommendations.

Learn more

Privacy Statement

Notice of Collection

Terms & Conditions

Accessibility

Contact Us



customize your alert preferences

Step 1

Click your profile icon with
your initials in the top right

corner. Select "Settings."

Allstate

IDENTITY PROTECTION

Settings

Account Alerts Plan

Name
Alex Smith

Change name

Email address
alexsmith@gmail.com

Change email address

Password

sees0e0snesseessneseessenseee

Change password

Address

5678 Main St.
New Town, AZ 12345

Change address

Phone
(123) 456-7890

Change phone

Step 2

Within Settings, click “Alerts”
and select how you'd like to

receive notifications—email,
text, or both.

Zlistate =

Settings

Account Alerts Plan

Alert delivery method
I'd like to receive my alerts by:
Email

Text/SMS

Sex offender alerts

I'd like to be notified if a sex offender registers in
my ZIP code or in the ZIP code or in the ZIP codes
of family members associated with my account.

.On

Privacy Statement

Notice of Collection



see your ldentity Health status

Step 1 Allstate @ — Step 2 Allstate. Member ID: 12345674 | Log in

IDENTITY PROTECTION

IDERTITY PROTECTION

Click either the "Identity Hi, Alex! You'll also receive an email
each month with your
updated status and
additional account updates
and resources.

Alex, your ldentity Health

Health Status" menu item Status is low risk

or the "Learn More" button FAMILY

directly on your dashboard. @@ @

Protect your people. Share the coverage.

View family

IDENTITY HEALTH

Reviaw and caar your aledts Tram tha o

Your Identity Health Status is
low risk

axpasad Jamas Milchal

at risk Devon Mitchell

exposed & low risk Dhescklan Mitchall

We haven’t detected any threats to your log in
identity. Looking to better protect yourself?
i i Far further assistance, ar 1o cantact us, see owr Help Center.

Learn more Top insights for you
= W - 9 .,




download the Alistate Identity Protection app

Whether you're at your desk or on the go, our online portal is ready for you. Access it via your desktop browser, mobile browser,
or our user-friendly app. For on-the-go protection, our app lets you easily stay on top of your account, manage alerts, and more—
all from your mobile device. Download the latest version anytime, available for both iOS and Android.

Allstate Identity Protection

Ll

identity
protection,
reinvented

App support

Mora by The Allstate
Corporatio



https://apps.apple.com/us/app/allstate-identity-protection/id1253163871
https://play.google.com/store/apps/details?id=com.allstateidentityprotection.app&hl=en_US

family plans

With a family plan, you can add anyone under your roof or your wallet
(meaning anyone who lives with you or is financially dependent on you).
You can also add any family member 65 or older, regardless of where
they live or their financial ties to you. All family members must reside in
the U.S. and have a valid Social Security number.



add or manage your family

Step 1 Alistate @ = Step 2 Alistate =

IDENTITY PROTECTION IDENTITY PROTECTION

Click the “View Family” Hi, Alex! To add a new family member,
button on your account click “Add a member.” To
view an existing family

FAMILY
dashboard or click your

Add a member

profile icon with your (® Needs your attention. member, click their name

initials in the top right

corner and select “Family.”
Protect your people. Share the coverage.

under “Members.”

Alex Smith
Plan owner (me)

Riley Smith
Managed by Riley

View family Jane Smith

Managed by Jane

IDENTITY HEALTH

Blake Smith

Your Identity Health Status is Managed by Blake

low risk

low risk atrisk exposed

Felix Smith

Managed by me

We haven’t detected any threats to your

identity. Looking to better protect yourself?

See your personalized recommendations.



add adult family members

Step 1 Step 2 A"StatE_ Member ID: 12345678

IDENTITY PROTECTION

Once you click the "Add Q The invited family member

will receive an email @j

o notification that they've been R
How old is this person? Hi Felix,

added to your plan and will

a member" button,
select "They're
18+ years old" and enter

Cireat naws! Alex Smigh has invited yod to thalr Alstate |danisy

thelr deta'ls tO Send They’re 18+ years old need tO Complete their own Protection plan. With cur service, you'll gel alers sboul potental fraud
You’'ll invite them as an adult. They will manage o and round-the-clock suppan from our specialists

them an invitation. account activation.

this account. Chck the button below and folow the on-screen instractions 1o sat up

and start managing your awn account.
They’re younger than 18

You’'ll add them as a child. You will manage this e
account.

S8t up account

©

What's next?

login, full control LT T g fealures, and a 1o e your

t activity at any tme

Cancel

Remove member

HHNTITY PROTICTION



add minor
family members

Once you click the "Add a member" button, select '\
"They’re younger than 18" and enter their details.

Going forward, you'll manage their account, receiving
alerts and viewing activity directly in your portal. How old is this person?

They’re 18+ years old
You'll invite them as an adult. They will manage 0
this account.

They're younger than 18
You'll add them as a child. You will manage this 0

account.



customer care
and restoration

Whether you suspect fraud, are dealing with identity theft, or just need
help understanding your protection, our experts are here to help 24/7.



connect with our customer care team

IDENTITY PROTECTION

& cHiLp crepiT assisTance (B

For immediate support, Identity Restoration To book a one-on-one
Strategies to help prevent child identity

coaching session about
theft and credit fraud

call the number displayed

at the bottom of your
Learn how to safeguard your child’s financial
dashboard or on your @ features, go to the future

elder fraud, scams, or your

login page. "Personal Coaching" menu

[ R t coachi
item and request a call. equest coaching

No active cases

To investigate a situation
further, go to the "ldentity
Restoration" menu item

You currently have no identity
restoration cases open.

(@ ELDER FRAUD

Expert guidance to reduce the risk of
and click "Start our fraud for older adults

Su rvey" to use our GUIDANCE Learn how to stay protected

identity fraud finder tool. _
Request coaching

Could it be identity theft? b1 SCAMS

Let’s figure it out together. A plan to detect real calls and emails

from phishing scammers

Learn how to better spot a fake
Start our survey

Past restoration cases

Request coaching




track or manage your restoration case

Step 1

To view past or current
identity restoration cases
and track the status of an
active case, click the
"ldentity Restoration"
menu item.

Past restoration cases

Account Takeover
Specialist: Vera

Tax ID Theft

Account Takeover
Specialist: Vera

Tax ID Theft
Specialist: Felix

Account Takeover
Specialist: Vera

Tax ID Theft
Specialist: Felix

Account Takeover
Specialist: Vera

Tax ID Theft
Specialist: Felix

Resolved
05/13/26

Unresolved
Contact us to reopen

Resolved
04/19/26

Resolved
04/05/26

Unresolved
Contact us to reopen

Resolved
03/03/26

Resolved
02/17/26

Resolved
01/26/26

Privacy Statement

Notice of Collection

Terms & Conditions

Accessibility

Step 2

If you have an open
restoration case, you can
also schedule
appointments and securely
message your dedicated
restoration specialist here.

Zlistate

Identity Restoration

@ Let’s connect

Please schedule a call with your
Restoration Specialist, John.

Schedule a call

How does restoration work? @

RESTORATION INBOX

)

Start your conversation with John.

{John} will respond within 1-2 business days.




credit monitoring

Easily access your credit score and reports, with
tools to lock your credit and dispute errors. You'll also
get notified of any credit activity we detect.



getting started with credit monitoring

Step 1

To monitor your credit
effectively, you'll need to
confirm your personal
information. This allows
us to accurately match
your credit file with
TransUnion, so you

get the most relevant
alerts and reports.

Alistate.

Credit Monitoring

@ z a

Review your Verify your Security check
information identity

Review your information
Are your details correct?

Alex Smith

5678 Main St.

New Town, AZ 12345
(123) 456-7890

To make changes, you'll be redirected to Settings.

Edit in Settings

Yes, correct

Privacy Statement

Notice of Collection

Step 2

Start by clicking the
"Credit Monitoring" menu
item. You may be asked
for your full legal name,
address, date of birth, and
your Social Security
number (SSN).

Zlistate

Credit Monitoring

@ O o ‘

Missing Review your Verify your Security
information  information identity check

Confirm your information

We need to ask...

We're required to confirm your date of birth and
Social Security number. Please enter your personal
information.

Date of birth

01/02/1990

Social Security number

123-456-7890




view your credit score and reports

Step 1

Click the "Credit
Monitoring" menu item to
view your credit score.
You can also access your
credit reports from this
page by clicking the
“View annual credit
report” button.

Q You have successfully activated credit X
monitoring.

We’'ll alert you as soon as we detect any
changes to your credit, helping catch
fraud at its earliest sign.

Credit Score

TrcmsUnion@

8 2 2 EXCELLENT

Calculated using VantageScore 3.0

Your next credit score will be available on 2/19/2025

Credit Reports

It's important to check your credit report for
inaccuracies, accounts you don’t recognize,
and to make sure your credit is in good
shape.

View annual tri-bureau report

Step 2

To see your latest score,
simply click the "Refresh
Score" button. Refreshing
your score won't impact
your credit.

Alistate
Credit Monitoring

We'll alert you as soon as we detect any
changes to your credit, helping catch
fraud at its earliest sign.

Credit Score

TransUnion™

Your credit score is below the
threshold for reporting.

Refresh Score

Credit Reports

It’s important to check your credit report for
inaccuracies, accounts you don’t recognize,
and to make sure your credit is in good
shape.




submit a credit dispute and lock your report

Step 1 Step 2
To submit a dispute, click on your TransUnion credit To lock your credit and
report, scroll to the bottom, and select "Start a dispute." help prevent identity

thieves from accessing
your TransUnion credit
report, click the lock icon
located at the bottom right
of the screen.

What would you ke io dispute?

.....

Calculated using VantageScore 3.0

Your next credit score will be available on 2/19/2025

Credit Reports

It's important to check your credit report for
inaccuracies, accounts you don’t recognize,
and to make sure your credit is in good
shape.

View annual tri-bureau report

View monthly TransUnion report

TransUnion

Lock your TransUnion credit report

LOCKED




financial transaction
monitoring

An extra set of eyes on your finances, our financial transaction
monitoring tracks your debit, credit, and other accounts for
suspicious or high-risk activity, based on the thresholds you set.



add your accounts to
financial transaction
monitoring

Click the “Financial Transactions” menu item.
Select “Add new account” and then select your
financial institution. Enter your account
information to begin monitoring.

Adjust your account thresholds or use the
default thresholds that automatically appear.

If we detect any activity that meets or exceeds
the thresholds, you'll receive an alert so you can
take action right away if needed.

Allstate.
IDENTITY PROTECTION

Financial Transactions

Receive alerts for cash withdrawals, balance
transfers and large purchases from your bank
accounts to help detect fraudulent activity.

Add new account

No accounts connected

Add your financial accounts to start monitoring
transactions and receive alerts for any suspicious
activity.

We’ll alert you if we see:

A withdrawal over

$200

A transaction over

$250

A credit card transaction over

$1,000

A low balance below

$1,000

A high balance above

$500

A net worth change over

3%

A portfolio change over

3%

Privacy Statement

Notice of Collection

Terms & Conditions
Accessibility
Contact Us

Fraud Reimbursement

About ads / do not sell or share my personal



dark web monitoring

The dark web is a hidden part of the internet often used to buy and
sell stolen personal information. That's why monitoring it is a
crucial step in protecting yourself from scams and identity theft.



enter your information to dark web monitoring

Step 1

Click the "Dark Web
Monitoring" menu item.
Select "Add a new item"
and enter any information
you want monitored from
the drop-down menu.
Use the "Other" category
to monitor additional
information, like your
passport number, Social
Security number, and
other sensitive data.

Alistate.

0 Success! We'll start monitoring for
this info.

your info shows up on the "
alerts to help you take action — before the
fraudsters do.

<+ Monitor info

@ Info we're monitoring
<] Email

alexsmith0098@gmail.com

Personal email address

ivegottoomanyemailaddresses001234...

ok

(&5 Driver’s license

ks kR kkokok 0987

driver’s license

(3 Credit/debit card

Step 2

If we detect that any of the
items you’'ve entered are
on the dark web, you'll get
an alert with guidance on
what to do next.

Allstate.

IDENTITY PROTECTION

©

dark web activity detected

Member ID: 12345678

Hi A,

Wou've asked us 1o keap an ey on your personal information and
Infarm wou of any potertial risks 1o your data, While wa were
manitaring the dak wab, we discoversd that your information was
Baposad

T wiaw the full details of this alert and the next sleps we recommand,

b inba your accounl.




Allstate Digital
Footprint®

The sites you visit, shops you use online, and accounts you create
all form your digital footprint. This record of your online activity could
expose you to breach or fraud, so keeping a close eye on it is key.



connect your email to Allstate Digital Footprint®

Step 1

Click the "Digital Footprint"
menu item and enter your
email address. Select “All”
to see a list of all the
connections we found.
Select "Active” to see any
requests we’ve sent or
breaches that have been
reviewed. Select
“Breached” to see your
breached accounts.

Alistate.

Allstate Digital Footprint®

alexsmith@email.com v E @

Last scanned 05/13/2026  Scan again t4t

All (266) Active (0) Breached (5)

203 accounts found

Scanned 05/13/2026

Big Box Company
@ www.bigboxcompany.com
In May 2026, 57 million customers' names,
email addresses, IP addresses, and geographic
locations were exposed. Additionally, social...

Breached

Acme
@ www.acme.com

In February 2026, a data breach exposed the
personal information of over 200 million
accounts, including names, passwords, and |...

Breached

Northbridge Collective
@ www.northbridgecollective.com
In December 2025, more than 10 million

customers' records were exposed in a data
breach. The information was sold online for t...

Breached

Step 2

If we discover any new
connections, you'll get an
alert at the email or phone
number on file.

A"StatE_ Member ID: 12345678

IDENTITY PROTECTION

We discovered more
connections!

Hi Alex

Each waek, the Allstete Digital Foolpring fool scans your inbox o halp
you sse and manage your digital refationships:

This waek, we detacted 5 naw ilemis) assooaied with your amail
atdrass; alexsmithiEgmail.com, This could happan when your emel
addrass is associabed with @ new company, bul we adviss reviewing
fhe datsils to keap your information sale

Take additional steps to protect your
infarmation




S e n d p rl Va Cy ':E‘NITI'!YS"!EE!!:TEN Allstate Digital Footprint®

OVERVIEW

re q u e StS W i t h amith@email.com | | #

Dashboard

AI IState D Ig Ita I ety ReRih s ' . Delete data Unsubscribe
DETECTION '

Footprint® e e e .. Privacy Preference Default >

Credit Monitoring

Johnson & Johnson
Financial Transactions Unsubsc

Click "Delete data" to request the deletion of

Dark Web Monitoring

your data, "Unsubscribe" to stop receiving Digital Footprint

. "o " 1
emails, or the "privacy preferences" link to N 7  Nintendo | —

www. nintends, com

review the company's policy. d Privacy Prefer fault >

PREVENTION

Pizza Hut

Reviewed www.plzzahut.com

Cybersecurity ) @
Family Digital Safety

Data Removal

Filter by:
Robocall Blocker @ Apple

Revigwed www.apple.com

Status

I_I Br

Ad Blocker

Some data may be subject to retention requirements and cannot be
deleted. Submitting a request to unsubscribe or delete your data does not
guarantee the request will be fulfilled.



social monitoring

Your social media accounts connect you to your
personal and professional world, so protect those
connections with our early threat detection.



link your accounts to social monitoring

Step 1

Click on the “Social
Monitoring” menu item. To
add your Facebook,
Twitter, LinkedIn,
Instagram, and/or
YouTube accounts, click
"Connect” next to

the account you want to
monitor, then log into your
social media account to
link it to monitoring.

Alistate
IDENTITY PROTECTION

Social Monitoring

Watch for hacking and account takeover of your
social media accounts.

Connect social media accounts

Log out before enabling social monitoring.

O Connect Facebook

Facebook

Connect Instagram

Instagram

@ Connect LinkedIn

LinkedIn

3

Connect Snapchat

Step 2

We'll alert you if we spot
account takeover,
cyberbullying,

or objectionable language in
your social media content.

Allstate.

|DENTITY PROTECTION Member ID: 12345678

\If

AL

New activity detected on your
social media account

Hi Alax Smith,

Yaou enabliad social media monitaring 1o 518y on 1op of palentisl issues
We detecied actiity on your Facebook account that may ba

guesonable and needs your atlention.

Activity dedected: Scam

Lo in Lo your Alstale ldentty Prolaclion sscounl b view the delails.

Allstate

JENTITY PROTECTION




cybersecurity,
powered by Bitdefender

Protect your devices and your network against online threats,
iIncluding phishing, malware, viruses, and compromised connections.



cybersecurity tools

Included when you activate device protection*

Up to 10 devices per individual plan and 10 devices per adult per family plans (with no limit on the number of adults)

Android smart watch protection
Extend mobile security to your smart watch, plus you can
activate a sound alert to keep track of your mobile phone,

Anti-tracker (Windows, macQOS, iOS)
Help prevent trackers from collecting your data, while viewing
and managing this information on every website you visit.

Malware and anti-virus protection
Help defend your personal computer against threats like viruses,
worms, trojans, adware, and other malicious software.

File shredder (Windows)

Helps you ensure your files are properly and permanently
deleted, so bad actors can't reconstruct your data should they
ever gain access to your device.

Firewall (Windows)
Help protect yourself as you browse the internet with a barrier
between your device and incoming or outgoing network traffic.

Network security
Help protect your home Wi-Fi network and the devices that are
connected to it.

Missing and stolen device tools (Windows and Android)
Remotely locate, lock, wipe, or send a message to your device
in case of loss of theft. Plus, with this feature your Android
phone can take a photo of anyone who tries to tamper with it in
your absence and send the photo to you in an email.

Phishing protection (Windows, Android, iOS)
Block malicious links from a website, email, or other
communication.

Safe browsing
Help protect all your browsing, including your online shopping
and banking, plus filter out inappropriate content.

Safe pay (Windows and macOS)
A secure browser you can use to keep your online banking, e-
shopping and other online transactions private and secure.

Webcam protection (Windows)
Safeguard against malware that could hijack your webcam and
microphone.

Separate activation

required for each device

Password manager

Safely create and store encrypted
passwords and seamlessly use
them online.

Military-grade VPN

Protect your privacy and
anonymize your online activity to
help prevent bad actors from
intercepting your data — even on
unsecured networks.



activate device protection on mobile or desktop

Click the “Cybersecurity” menu item in the Click “Install” for each of the products or services Once installation is complete, your protection
portal. Click "Launch Now” and a new menu you wish. You can select if you want to install the is activated. If you choose to install device

item will open, taking you to your cyber hub. As app on the current device you are on or on another protection on a mobile device, you will be

the primary subscriber, you can add and device. If you select "Protect other devices," you can prompted to download the "AIP Device Security"
remove cyber protection from devices. send a link to download via email or text message. app, where you can view your latest scan.

Alistate @_s‘: =

DENTITY PROTECTIIN

Install AIP Device Security on all
your other devices

CYBERSECURITY ﬁ

-0 Bitdefender

Complete cyber
protection across all your
devices

AlP Device Security

Before we begin, make sure you read through
and agree with the follow

Ilation of egree with the Subscription agreement

Launch now




secure your connection with premium VPN

Click the “Cybersecurity” menu item in the
portal. Click "Launch Now” and a new menu

item will open, taking you to your cyber hub.

Allstate

P
I\AS )
DENTITY PROTECTION .

LD

CYBERSECURITY
: » Bitdefender
Complete cyber

protection across all your
devices

Don't let bad actors disconnect you from

compro

Launch now

Click the "VPN" menu item. You can select if you want to
install the app on the current device you are on or on
another device. If you select "Protect other devices," you
can send a link to download via email or text message.

Services

VPN Web Protection Scam Alert Anti-Th:

@ Web Pratection is currently running in
VEN

Automatic

Once installation is complete, your protection is
activated. If you choose to install device protection

on a mobile device, you will be prompted to
download the "AlIP Device Security" app.

5

AlP Device Security

Before we begin, make sure you read through
and agree with the following:

egree with the Subscription agreement



protect your accounts with password manager

Click the “Cybersecurity” menu item in the Click the “Password Manager’ menu item. For desktop, After installation, you'll be prompted to log
portal. Click "Launch Now” and a new menu download a browser extension for your preferred browser. in to your Allstate Identity Protection
item will open, taking you to your cyber hub. For mobile, install the “AlP Device Security” app.. account and create a Master Password.

Alistate (ns)

Password Manager

ord Manager makes it & handle
reate groups

CYBERSECURITY
: » Bitdefender
Complete cyber

Password Manager in your browser

protection across all your
devices

Don't let bad actors disconnect you from

Install on your devices

¢« = € O
@ €

compro

Launch now

155 all of your




family digital safety,
powered by Bark

Set healthy limits on screen time, keep an eye on kids'
social media activity, and get notified about potential
issues like cyberbullying, online predators, and more.



activate family digital safety tools

Click the “Family Digital Safety” menu item, then select “Launch now.” A new
window will appear linking you to “Bark provided by Allstate Identity Protection.”

e bl
wotential issue,,
¥ — and You're about to open a new tab
g 1 predators, and Mgpues ?

.I
Launch now
cance' ‘

Click “Add child” to create your child’s Bark profile. The onscreen prompts will then
guide you through questions about your child’s devices, email account, apps, and
browsers. Then, you'll be guided through activating our family digital safety
features like web filtering, screen time management, and location services.

bark -

Create your child's
Bark profile

First name (or nickname)

Birthday

Month

Your child's privacy is our number one priority and
any information gathered is secure

Bark is a third-party tool and is subject to
its own terms and conditions.
Users may be required to log in through

Bark and accept its terms to access
“ Certain features-



stay informed about your children’s online activities

Once set up, you can add or remove accounts at any time, at no extra cost.
Customize your alert preferences within the “Account” menu item and
download the Bark app for quick access to your dashboard.

bark o -~ Allstate

Alerts

How would you like to be notified when a
potential issue is found?

Alerts currently sent to:

= testuser@test.cam

Add another contact

If Bark detects a potential issue in your child's online activity, you and your
chosen notification contacts will receive an email, text, or app alert,
including a snippet of the relevant conversation or media for your review.

bark &

Hi Paola,

You have a new alert to review for Poodle. Take a look:

If you do not want to receive thé
41

notification setting preferences

Thanks,
The Bark Team

Conversations

“" Bark - Messages - Now
B

We've spotted potential issues on

Emily's accounts. Review them now.
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Talkspace Go is a third-party tool and is subject to its own terms and conditions.
Users may be required to log in through Bark and accept its terms to access certain features.

As part of our family digital safety tools powered by Bark, you also get access to
Talkspace Go: a digital mental health platform that helps people of all ages manage
stress, anxiety, burnout, and more. To get started, download the Talkspace Go app.

Talkspace

Create your
Talkspace account
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Enter the code BARK to unlock free access. Then, take a quick assessment
to access your personalized dashboard and get access to live mental health
classes, guided programs, and self-paced tools.

Please enter your keyword or
organization code

Did you receive a keyword or
code through your school or
organization?

&

We take privacy seriously

Your school or organization won't see any of

your answers or personal information.



robocall blocker

Safeguard against scams by reducing the
robocalls and spam texts that can lead to fraud.



block spam calls with robocall blocker

Click the "Robocall Blocker" menu item, then click “Launch Now.” Enter the phone number of the mobile device on which you want
to add robocall blocker. Once you receive a text message from robocall blocker, follow the instructions to download the Robocall
Blocker app from the Apple App store or Google Play Store and then follow the on-screen prompts to complete set up.
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+1 (608) 3M-6666

Here's the Robocall app
link you requested.

Allstate Robocall
Blocker

ROBOCALL BLOCKER

£ Download on the

Get Allstate Id and stop s App Store
robocalls for good.

Block robocalls and

texts, plus a whole lot
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ad blocker

Set up automated blocking for unwanted advertisements,
gathering by online trackers, and safelist websites you tr




activate ad blocker

Click the "Ad Blocker" menu item, then click “Launch Now.” You'll be automatically linked to the browser
extension store. Download the browser extension on your current browser. Click "Add to Browser" and
log into the Ad Blocker with your Allstate Identity Protection username and password to activate.

Step 1 Step 2 Step 3

Allstate

Add to Chrome

Ready for safer, ad-free

browsing?

Enjoy the internet with fewer
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data removal

Shrink your digital footprint and keep your data safe from digital
criminals by seeing which sites have access to your data such as email,
phone number, and other information with a click of a button.



simplify your data
management with
data removal

Click the "Data Removal" menu item, enter
the data you want to scan for across data
brokers and directories, and requests that the
data be removed are automatically sent.

Allstate.
IDENTITY PROTECTION

Data Removal

Take back your data from brokers that sell it.
Because your privacy shouldn’t be for sale.

Nice! Your data removal requests have
been sent. We’'ll scan again in [30] days.

Got it

Status

© Removal requests sent

The number of brokers we’'ve asked to remove your

personal information.

@ Brokers may choose not to remove your data.

@ Removed

14

The number of brokers that have taken down your
personal information.

Activity

Last scan: 09/30/2024

Data broker

Epsilon

Spokeo

Oracle Data
Cloud

LexisNexis
Risk
Solutions

BeenVerified

Exposed info

Name: Candace Lynne
Smith, 37 years
Location: New town, AZ
Relatives: John Doe,
Jane Doe, Bob Ross,
George Henry, Judith
Henry

Name: Candace Lynne
Smith, 37 years
Location: New town, AZ
Relatives: John Doe,
Jane Doe, Bob Ross,
George Henry, Judith
Henry

Name: Candace Lynne
Smith, 37 years
Location: New town, AZ
Relatives: John Doe,
Jane Doe, Bob Ross,
George Henry, Judith
Henry

Name: Candace Lynne
Smith, 37 years
Location: New town, AZ
Relatives: John Doe,
Jane Doe, Bob Ross,
George Henry, Judith
Henry

Name: Candace Lynne

Next scan: 10/30/2024

Found

09/30/;

09/30/

09730/

09/30/

09/30/;



seXx offender alerts

Get notified if a sex offender registers in your ZIP code or in the ZIP
codes of family members associated with your account.



control sex offender alerts

Step 1

Click your profile icon with
your initials in the top right
corner. Select "Settings."

Allstate

IDENTITY PROTECTION

Settings

Account Alerts Plan

Name
Alex Smith

Change name

Email address
alexsmith@gmail.com

Change email address

Password

sees0e0snesseessneseessenseee

Change password

Address

5678 Main St.
New Town, AZ 12345

Change address

Phone
(123) 456-7890

Change phone

Step 2

Within Settings, click
“‘Alerts” and you'll find a
toggle switch you can use
to enable or disable these
notifications.

Zlistate =

Settings

Account Alerts Plan

Alert delivery method
I'd like to receive my alerts by:
Email

Text/SMS

Sex offender alerts

I'd like to be notified if a sex offender registers in
my ZIP code or in the ZIP code or in the ZIP codes
of family members associated with my account.

.On

Privacy Statement

Notice of Collection



new features
coming soon



digital household assistant,
powered by Trustworthy

Important documents, like your medical records,
insurance policies, wills, estate plans, financial
forms, and more, are often scattered across
devices, paper files, and emails, making them hard
to access in emergencies and everyday life.

Our digital household assistant, powered by
Trustworthy, is a secure, encrypted vault that
centralizes your most important documents and

Please note: Images and descriptions are illustrative. Final features and designs may vary.

helps you stay organized over time. Easily upload,
categorize, and manage what matters, add notes
and instructions, and use built.in planning tools
and reminders to keep information up to date. You
can grant access by role or individual, so the right
people have the right information—without
compromising privacy or security.
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local safety alerts

Timing matters when your family’s safety is
on the line. Government alerts are essential,
but they can lag because officials must
confirm details and assess the situation
before sending a notification. By the time

an alert reaches your phone, the incident
may already be unfolding.

Our local safety alerts combine trusted
sources with credible early signals that

often surface first on social media and
community channels.

Al helps detect patterns and emerging risks
quickly, while human experts review and
validate alerts to ensure accuracy. The
result: you can learn about potential threats
sooner—whether it's a wildfire, chemical
spill, police activity, or severe weather—so
you have more time to prepare, respond,
and stay safe.

Images and descriptions throughout this presentation areillustrative. Final features and designs may vary.
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personalized
onboarding

Enrolling in identity protection unlocks a
powerful suite of features, but the setup
process can sometimes feel detailed and
time_consuming—especially when you're
eager to get protected right away.

Images and descriptions throughout this presentation are illustrative. Final features and designs may vary.

Designed to simplify setup,

personalized onboarding equips you with
the essentials. A brief quiz tailors the
experience to your needs, followed by a
customized checklist that recommends
which features to activate and when.

sonalized Checklist
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24/7 human chat

FAMILY

with a live specialist anytime. You

Questions often come up in the moment, like can instantly talk to a real expert who

when you receive an unfamiliar can explain alerts, walk you

alert, are setting up a feature, or just through features, or offer guidance if

sense something isn’t right. In those something seems suspicious—so you S
situations, digging through FAQs, navigating can get the support you need at any :;f;?sfn:::r;;;h:mail-:m
phone menus, or waiting for business hours hour, without ever dealing with a bot.

can be inconvenient or even stressful.

Our round-the_clock human chat will remove
that friction by connecting you directly

Images and descriptions throughout this presentation are illustrative. Final features and designs may vary.



additional
resources



Allstate

Security Pro®

Personalized email alerts about
heightened security risks and
fraud trends, to help you stay
prepared and protected.

No sign-up required. You can opt
out anytime using the
“Communication Preferences” link
at the bottom of the emails.

Alistate Security Pro® @) Alistate

IDENTITY PROTECTION

As account
takeover trends up,
try these tips

We often see cases of hackers using stolen
credentials to break into online accounts.

When this happens, it's called account
takeover — and it can lead to fraudulent
transactions and loss of access to your
legitimate accounts.

Quick tips

Allstate Security Pro® @ Allistate

IDENTITY PROTECTION

Unemployment
fraud is on the rise
In your area

When natural disasters strike, there’s always a
scramble to save lives and valuables. Amid the
confusion and stress, there’s also an opportunity
for identity theft.

Quick tips

Lorem ipsum lorem ipsum
Ut lacus quam, iaculis at efficitur ut, commodo id

ligula. Class aptent taciti sociosqu ad litora
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Hi Alex,

|
Hi Alex,
e I I I a I S As a family plan member, you can easily extend identity protection to The dark web iz a hidden saection of the internet where stolen personal

the people who matter most to you—no matter their age or whether information is often bought and sold. If your data ends up there, you
they live with you. Adding family members to your monitoring takes could be at a greater risk of identity theft. Our dark web monitoring
just a few clicks, feature scans for your information—and if it's detected, you'll get an

Remlnds yOU tO aCtlvate the featu res alert and clear steps to help secure your information.

included in your plan, like dark web

monitoring, financial transaction
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monitoring, and more. sl rs)
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Dark Web Maonit
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Credit or debit cards
Stay informed about leaked card numbers so you can
mekly crentart vanir Bank and orevent onaothaoead

More reasons to love family protection



resource
centers

Content Hub
Read our articles for the latest information and tips on
protecting your identity and staying safe from scams.

Elder Fraud Center
Resources for older adults and their
families to help fight fraud and scams.

Unemployment Fraud Center
Report unemployment fraud and
get the facts about this fraud type.

Help Center
Access user guides, browse Frequently Asked Questions, and find

the information you need to get the most from your protection.

N
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GETTING THE RIGHT HELP

our customer
care team

Allstate Identity Protection’s customer care team can
help with questions about using our service, such as:

* "l can'tlog in to my account.”

*  "What does this alert mean?”

*  "How do | use the credit monitoring feature?”

* "Is this identity theft?”

«  "What's the status of my identity restoration case?"

GETTING THE RIGHT HELP

your employer’s
human resources team

Your employer can help with questions about enrolling in our
service as a company benefit, such as:

*  "Am | eligible for this benefit?"

*  "How do | sign up through my work?"

*  "What does this benefit cover?"

* "Is there a cost to me for this benefit?"

*  "What happens to my coverage if | leave the company?"



guestions

1.800.789.2720 or visit myaip.com

() Alistate.

IDENTITY PROTECTION




appendix



pricing detalls

Deducted from your paycheck.

Plan type Your pricing You & family pricing

[Plan name]



pricing detalls

Provided by your employer, at no cost to you.

Plan type Your pricing Additional family coverage (optional)

[Plan name]



helpful links

Got questions? Find answers and support here for anything Allstate Identity Protection.

Sign in to manage your account, see your alerts, and handle your recovery with Allstate Identity Protection.

Learn all about Allstate Identity Protection services and features on our official website.

Manage your account on the go with the Allstate Identity Protection mobile app.

Learn how to start using Bark to block apps and sites, get alerts about potential issues, and more.


https://allstateidentityprotection.zendesk.com/hc/en-us
https://app.allstateidentityprotection.com/signin/login
https://www.allstateidentityprotection.com/personal
https://apps.apple.com/us/app/allstate-identity-protection/id1253163871
https://play.google.com/store/apps/details?id=com.allstateidentityprotection.app&hl=en_US
https://support.bark.us/hc/en-us/articles/360049965292-Get-started-with-Bark

what is a
cyberattack?

"Cyberattacks are
unwelcome attempts to steal,
expose, alter, disable or
destroy information through
unauthorized access to
computer systems.""

1: IBM, "What is a cyberattack?" 2022

Some of the most common types

of cyberattacks include:

Phishing and spear phishing
Targeted scams used to steal victim's
credentials and/or sensitive information.

Malware
Malicious software that can destroy data
or make a system inoperable.

Denial-of-service (DoS) and
distributed denial-of-service (DDoS)
Overwhelming a systems resources so
that it can't perform and disabled, often
as staging for another type of attack.

Backdoor Trojan

Creation of a vulnerability in a victim's
system to remotely control their device,
often linking it to a group of victim's
devices to create a network for other
cybercrime.

Cross-site scripting (XSS)

Inserting malicious code into a legitimate
website or application to get a user's
information.

DNS tunneling

A method of creating an unauthorized
communication channel within DNS
queries and responses, often used to
silently extract data from a network.

Ransomware

Sophisticated malware that holds a
system or data hostage using encryption,
so that bad actors can extract a ransom
from the victim.



what is a
scam?

A scam is a fraudulent or
deceptive scheme designed
to manipulate victims into
voluntarily providing their
money, personal information,
or valuables.

1: IBM, "What is a cyberattack?" 2022

Some of the most common types

of scams include:

Phishing emails, texts, and calls

Fake messages pretending to be banks,
delivery companies, or employers
asking you to “verify” information to steal
it.

Pig butchering scam

A romantic or platonic connection builds
trust with you to acquire funds or
investments in fake platforms or
businesses.

Tech support scam

A criminal poses as a technical support
agent to gain access to your systems
and accounts or requests payment to fix
a non-existent issue such as a virus.

Imposter scam

A criminal poses as a representative
from government agency or official
organization and demands payment for

Grandparent scam

A scammer poses as a loved one, such
as a grandparent, and requests funds to
help them navigate an emergency.

Employment scam

Fraudsters contact you offering a high-
paying job or position, demanding fees
for training or equipment.

Overpayment scam

A scammer sends you a fake check for
a large amount, asks you to deposit it,
and send back the extra funds. The
check then bounces, leaving you with a
loss of funds.



