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welcome emaill

You'll receive a welcome email between 24 and
48 hours after your effective date. In your
welcome email, click on the “get started” button
to reach the account activation page in the portal.

You will also receive a welcome letter via regular
mail. You can also activate your account by
following the instructions in the letter.

Alistate Identity Protection
7350 N. Dobson Rd.

Suite 101

Scottsdale, AZ 85256

[First] [Last]
[Address 1] [Address 2]
[City], [State] [Zip]

Thank you for choosing Allstate Identity Protection. This
plan is provided through your [company name] employee
benefits program.

Welcome to Allstate Identity Protection!

Getting the most out of your coverage begins with setting
up your account and activating your monitoring features:

Visit myaip.com/signin to set up your account
You will need your Member ID, provided in this
letter.

Activate credit monitoring

o We'll ask you to verify your identity so we can
detect credit activity, track your credit score month
to month, and alert you to any changes.

Add family members
If you are enrolled in a family plan, this extends

coverage to your loved ones - no matter how
young or old.

If you've already set up your account online, disregard
these steps.

Have a question?

We're ready to help! Contact us by calling 800.789.2720 or
emailing customercare@aip.com. We are available here in
the U.S. 24 hours a day, 7 days a week.

Allstate.
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Member ID

SubID]

Coverage type
Family/Individual]

Allstate. Member ID: [memberid] | Log in

IDENTITY PROTECTION

Let’s get you fully protected,
Avery Parker

‘You're now enrolled in Allstate Identity Protection as an employee
benefit through Allstate Identity Protection. To get the most from your
identity theft protection plan, click the button below and create your
account.

Then, tell us what to monitor by activating the features in your

account. The more features you activate, the better we can help
protect you.

‘ get started

Member ID: [memberid]

What to do next:

\/D Complete your profile
Make sure we have your most up-to-date information in your

settings.

Activate your features
The more we monitor, the better we can help protect you.

Stay in the know
Let us know how you want to receive alert — email, text, or
both.

Questions?

Learn more about how to activate features and make
the most of your coverage in our
Help Center >



set up your
login credentials

Add your email address and create your
password. Then click the “Next” button.

Be sure to use a personal email address, instead of a

work email address, to ensure you receive your alerts.

Alistate.
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Let’s set up your login, [Firstname]
Email address

cansmith5678@gmail.com

Confirm email address

cansmith5678@gmail.com

Password

‘/_\\' S
@/

| have read and accept the Terms & Conditions and
Privacy Statement

5+




verify your
email address

Once you have entered your email address and set your
password, check your email. You'll receive a message
verifying your account. Click the link in the email verification
message to confirm verification and return to the portal.

Allstate.

IDENTITY PROTECTION Member ID: [memberid]

Verify your email address

Hi [preferred name],

You have requested to update the email address on your Allstate
Identity Protection account.

Once verified, we'll update your account's email address and youl'll

start receiving notifications about your account activity at this new
email.

®

Have a question?

If you did not request this email address change or if you have any
questions, contact our customer care team at (800) 789-2720 or
CustomerCare@AIP.com.



log in to the portal

When you reach the portal log-in page, enter the
password you created to log in to the portal and
click the “Continue” button.

You'll be prompted to secure your account by
verifying your account with your phone number.

@ Alistate.

IDENTITY PROTECTION

Werily your identity

‘Wa'va sent a bacct massage b

EEEEEEERSL )

| 959723

itions  Fraud Reimbursement
any - ©2007 - 2021 Al rights reserved



the login process

Why two-factor authentication?

Two-factor authentication provides an added
layer of protection to members' accounts.

@ Alistate.

IDENTITY PROTECTION
Verify Your Identity

We've sent a text message to:

HXHXKXXNNK1569
[ 959723

Continue

Didn't receive a code? Resend or get aifa

2 (855) 821-2331




activation

1. SELECT A SITE 2. VERIFY CREDENTIALS 3. VIEW ACCOUNTS

Select your institution from the list below or search.

SEARCH

Once you have verified your identity and logged in
successfully, your account has been activated. P

Bank of America

Wells Fargo

If you are unable to confirm your
personal information, you will need to call Customer
Care to verify your identity.

Navy Federal Credit Union

PNC Bank

TO Bank oy Citibank (online.citi.com)

Fidelity Investments Charles Schwab

We can immediately activate credit monitoring,
financial institution monitoring and high-risk
transaction monitoring. The portal will prompt you to
link your accounts in each of the tabs listed to the
left. The more information you provide, the more
thorough our monitoring can be.

Othawte &




alert preferences

To confirm how you would like to receive identity
monitoring alerts, click your name bubble in the
top right corner of the portal and select
“Settings.” Then select “Alerts.”

You can skip this portion of your account
activation, if you choose.

If you'd like to change your alert preferences
later, you can do so by clicking on your name in
the top right corner of the portal.

Allstate

IDENTITY PROTECTION Settings

Accoun

Alert delivery method

d like to receive my aler

Email

Text/SMS

ts by

Sex offender alerts

d lik

e notified if a sex offer

oring



Allstate

IDENTITY PROTECTION Famlly ‘

@ You've invited Riley Smith to join your plan

Protect the people you call family.

Add a member

family plan |
management . > 2

Sent member requests

To manage and add accounts for minors or to
invite adult family members to create their own e
accounts, click on the "Family" tab on the left ' -
side of the portal or click on your name bubble in
the top right corner and select “Family.”

The portal will then prompt you to add or invite
your family members. You'll need to provide
details for any minor family members and invite
your adult family members to create their own
accounts.




activation process

You can now begin activating additional features.
Everything visible on your account is included in your plan.

Allstate

IDENTITY PROTECTION Hi, Alex!

FAMILY

Protect your people. Share the coverage

viwtamiy |

ALERTS

Dark Web Monitoring

Compromised Emal Addres:

Credit Activity Alert
o e

mad Adress o Username

Social Media Alert
‘Compramised Emal Adiress of Username

Digital Footprint Activity
Campramised Emai Addross or Usornamo

Dark Web Monitoring Activity

DIGITAL FOOTPRINT

email@emailaddress.com

View foatprint

@ 5breaches

@ siems

At el aeress @

IDENTITY HEALTH

Your Identity Health Status is
low risk
CE—

We haven't detected any threats to your identity.
Looking to better protect yourself? See your
perscnalized recommendations.

Leam more

<]




N

A

about the portal images
and feature descriptions
in this user guide

Some features are available only to Allstate Identity
Protection Pro+ or Pro members. Feature availability will be
indicated in the description of the feature. If Pro+ or Pro is
not specified, the feature is available to all members.*



portal dashboard o

FAMILY DIGITAL FOOTPRINT IDENTITY HEALTH

& o @@ @ ! s . Your Identity Health Status is
On the portal dashboard, you can see an low risk

overview of your account:

viwtamiy |

View your Identity Health Status, as well as
access more information about how you can
improve your status, if necessary.

View details about your Digital Footprint,
including any recent potential exposures we

have discovered.

If you have a family plan, see and manage the
members of your family that are connected to
your account.

View and address any recent alerts you have
received. Alerts are sent via email or text
message, based on your selections.




Allstate. (2 comes |
IDENTITY PROTECTION Credlt Monltoring 2. ‘Candace Smith

88 Dashboard

Credit Score
A/ Identity Health Status

Rl
@ nDigital Footprint TransUnion

credit monitoring  —

Available with Allstate Identity Protection Pro

Credit Reports

The information in each of your Credit Repports from the three credit bureaus can be different.

By activating credit monitoring, you have access to: SP——— o '

l View annual tri-bureau report W [ View monthly TransUnion report

Your TransUnion credit score ty Restratin
Your TransUnion credit report
Notifications when we detect credit activity




credit monitoring

Available with Allstate Identity Protection Pro+

By activating credit monitoring, you have access to:

Your tri-bureau credit score

Your tri-bureau credit report

TransUnion credit lock

Credit report disputes

Notifications when we detect credit activity

Allstate.

IDENTITY PROTECTION Credit MOnitOring

Credit Score

o
TransUnion’

Credit Reports u,
TmnsUnmr‘\iD

The information in each of your Credit Repports from the three credit bureaus can be different.

This is why it's important to review your Experian, Equifax, and TransUnion Credit Reports and Lock your TransUnion credit
FICO Scores report
[N |
b UNLOCKED

l View annual tri-bureau report | | View mont

oratiof



annual credit report

Available with Allstate Identity Protection Pro

Keep an eye on your accounts by viewing your annual
TransUnion credit report.

Alistate.

IDENTITY PROTECTION Credit Monitoring

& Candace Smith

08 Dashboard

A Identity Health Status Credit Report - 01/02/2023

@ Digital Footprint

Personal Information
MONI G

Candace Smith

Name
[ Credit Monitoring

Date of Birth

B Financial Transactions mm/ddlyyyy

4321 S. Some St, Any Town, FL 54321

L0 Cybersecurity Current Address

© Dark Web Monitoring 1234 S. Main St, Old Town, AZ 12345

Previous Address

fil Family Digital Safety

Employment History Unknown

2| Social Monitoring

& Robocall Blocker Summary of Accounts.

@ Ad Blocker Total Accounts

Derogatory Accounts

Balances $23,456

Open Accounts

$459,00

Closed Accounts Payments
) Identity Restoration

Delinquent Accounts Inquiries (2 years)

[Z] security Training



Alistate.

annual credit report
and credit disputes

Available with Allstate Identity Protection Pro+

Keep an eye on your accounts by viewing your annual
tri-bureau credit report and TransUnion credit report.

£ |dentity Restoration

You can also submit a dispute regarding any incorrect [E) Secury Tramng
information on your TransUnion credit report directly
through the portal. To submit a dispute, click on your
TransUnion credit report. Scroll down to the bottom of
the report and click “Start a dispute.”

Credit Monitoring

Credit Report - 01/02/2023

Personal Information
Name
Date of Birth

Current Address

Employment History

Summary of Accounts
Total Accounts

Open Accounts
Closed Accoun ts

Delinquent Accounts

Candace Smith

mm/dd/yyyy

4321 S. Some St, Any Town, FL 54321

1234 S. Main St, Old Town, AZ 12345

Unknown

Derogatory Accounts ]

Balances $23,456

Payments $459,00

Inquiries (2 years) 2




dark web
monitoring

To activate, click "Dark Web Monitoring” on the left
side of the portal. Select “Connect and item” and
enter each piece of information you want to
monitor. You can include email addresses,
numbers from driver’s licenses, credit cards,
passports, and other sensitive items. You can use
the category "other" to enter any additional
information you would like to have monitored.

Should we discover any of the items entered here
on the dark web, you will receive an alert.

Connect an item

What should we monitor?

Credit/debit card number @

Expiration date




Allstate

IDENTITYPROTECTION Financial Transactions

D Add new accoun t

Financial Accounts TRANSACTION ALERT PREFERENCES

Add the financial accounts you would like Allstate Identity Protection to
Set the amount where Allstate Identity Protection

i n
u L u
MON monitor.
should notify you
redit Monitoring 7. Checking - 1234 d Max Credit Limit
inancial Transactions

High Balance

To activate, click “Financial Transactions” on the left
side of the portal. Click “Add new account” and then

Large Withdrawal

select your financial institution. Enter your account
information to begin monitoring for suspicious
aCtiVit i Net Worth Change
y ) Identity Restoration
[Z] Security Training Low Balance
You can adjust your account thresholds or use the

default thresholds that automatically appear. Add,
edit information, and adjust thresholds on a variety
of accounts such as savings, debit, HSAs, and
401(K)s.




soclal media account
takeover monitoring

We use artificial intelligence to detect suspicious
changes to your connected social account’s
name, username, profile image, or background
image —changes that may indicate your account
has been hijacked. We also search for
impersonating accounts or posts that are using
the same name or handle, as well as potentially
malicious links posted on your feed. If we find
anything, we alert you, so you can take action.

To activate, click on “Social Monitoring” in the
portal. To add your Facebook, Instagram,
LinkedIn, Snapchat, TikTok, and/or YouTube
accounts, click "Connect” next to the type of
account you want to monitor, then log into your
social media account to link it to monitoring.

Allstate
IDENTITY PROTECTION

Social Monitoring

Social reputation monitoring offers actionable alerts when we see potentially racist, deragatory, vulgar, or inappropriate comments within your social media

posts.

Connect social media accounts

1 all your social media aceounts belore enabling saeial monitoring.

Facebook




Allstate Digital Footprint

Available with Allstate Identity Protection Pro+

Your digital footprint is a record of your online activity. It includes the sites
you've visited, the places you’ve shopped at, and the accounts you've
created. All of this activity could leave you exposed to breach or fraud.

To see and manage your personal datat:

Click the "Digital Footprint" tab and enter your email address. (The
Allstate Digital Footprint supports Google, Yahoo, AOL, and Microsoft
email addresses)

Select “All” to see a list of all the connections we found, including the
ones you may have forgotten about. We'll scan your digital footprint
weekly and notify you if we uncover any new connections. You'll be
able to access privacy insights to gain awareness on how companies
use and share your data, as well as unsubscribe from unwanted
accounts and send companies a request to delete your data.

Select "Active” to see any requests we've sent or breaches that have
been reviewed.

Select “Breached” to see your breached accounts.

Click your email address at the top of the screen to add additional
addresses to the Digital Footprint or toggle between added accounts.

FSome features require additional activation. Privacy management features cover up to five email addresses in a family plan.
Robocall blocker and ad blocker can only be used by primary subscriber, even in a family plan. Cyber and family digital safety
features are managed through the primary subscriber’'s account in family plans.

Allstate

IDENTITY PROTECTION

38 Dashboard

MO

[ Credit Monitoring

B Financial Transactions

Social Monitoring
B r I Blocker
@ Ad Blocker
B} Solicitation Reduction
ES
) |dentity Restoration

[Z] Security Training

Digital Footprint

candancesmith@gmail.com A

G Scan Again

View globe

Sort & filter

Sort by:

® az
Qza

O Newest (discovery date)

Q) ouest (discovery date)

Search

Q

Filter by:

Status

M Braachad

Dashboard

Al (6)

Active (1) Breached (2)

We found (10) items

e

Breached

@

Breached

Big Retailer

www.bigretailer.com

In January 2023, Big Box Company was hacked, exposing
3 million customers’ personal data.

Acme
www.acme.com

In January 2023, Acme was breached. exposing
500,000 customers’ personal data.

Example
www.example.com

In December 2022, Example was hacked, exposing
120,000 customers’ personal data.

Sample Site

www.samplesite.com

In October 2022, Sample Site was hacked, exposing
1 million customers’ personal data.

ABC Company

www.abccompany.com

In August 2022, ABC Company was hacked, exposing
75,000 customers’ personal data.

Privacy Policy Terms & Conditions

8007892720

Delete aaa

Privacy Preference Default >

:}U"sunscnbe

Privacy Preference Default >

[ Unsubseribe }
Privacy Preference Default >

Privacy Preference Default >

Privacy Preference Default >

Fraud Reimbursement




ldentity Health Status

Click “Identity Health Status” on the left side of the
portal to see a snapshot of your overall identity health

and to view focused tips and expert advice to improve it.

Your status is viewable within the Allstate Identity
Protection portal and in your monthly status email.

Allstate

(PXNITUERERCTION Identity Health Status

08 Dashboard

A7 Identity Health Status Candace, your Identity Health Status is low risk @
S

ital Footprint

What does this mean? We haven't detected any threats to your identity.

Recommended for you

Update your profile

Keep your information up-to-date. This is an important step to ensure accurate identity monitoring.

Go to account settings

Set up your protection

Make the most of your protection by activating the following features.

Financial Transactions Cybersecurity

Credit Monitoring

Alistate Digital Footprint™

) Identity Restoration

(2] Security Training

[ See your footprint J Activate now Monitor accounts Activate now




Allstate Security Pro®

Receive personalized email alerts about heightened security
risks and fraud trends, to help you stay prepared and
protected. Available to all our members, no sign up required.

Allstate.

Unemployment fraud is on the
rise in your area

When natural disasters strike, there's always a scramble to save lives
and valuables. Amid the confusion and stress, there’s also an
opportunity for identity theft.

Quick tips

Plan ahead based on your geography
Determine how, where, and when to protect yourself, your loved ones,
and your values before an emergency arises.

Organize and secure documents
Know which important documents you need to keep, and how to make

replacements when needed.

After the storms, watch out for scams
Remember that fraudsters might take advantage in turbulent times.




elder fraud protection

Elder Fraud Center and scam support

Visit the to access our helpful
resource hub built specifically for seniors, their families,
and caretakers to easily understand and protect against
scams or threats. Our identity specialists can provide
customized care for older family members to identify and
resolve scams or fraud, as well as create a plan together
for proactive protection.

e

A Elder Fraud Center | Allstate [0 X | =

C o @ allstateidentityprotection.com/elder-fraud-center

Allstate. ELDER FRAUD CENTER HOME
IDENTITY PROTECTION

Elder Fraud Center

ONLY FROM ALLSTATE

Help starts here

Elder fraud is a growing
problem — but you don’t
have to face it alone.

SAFETY ROADMAP  ARTICLES -


https://www.allstateidentityprotection.com/elder-fraud-center

family digital safety tools
with Bark for AlIP*

Available with an Alistate Identity Protection Pro+ family plan

Download the Bark for AlIP app, so you can manage and
protect your children’s online lives. Tools include:

Web filtering

Filter or block specific websites
Screen time management
Set healthy screen time limits
Location tracking

Track device locations so you know where
they are without asking

*See full policy for details.




Activate family digital
safety tools

Available with Alistate Identity Protection Pro+ family plan

To activate, click on “Family Digital Safety” in the portal, then
select “Launch now.” A new window will appear linking you to
“Bark provided by Allstate Identity Protection.” Follow the
instructions to download the Bark for AIP app on your device
and the companion app on your child’s device. The onscreen
prompts will show you how to activate the features included
with our Family Digital Safety tools, such as web filtering,
screen time management, and location services.




robocall blocker’

Available with Allstate Identity Protection Pro+

Use the robocall blocker to screen and intercept scam
and telemarketing calls and texts before they reach you.

To activate, click "Robocall Blocker" on the left in the
portal, then click “Launch Now.” Enter the phone
number of the mobile device on which you want to add
robocall blocker. Once you receive a text message from
robocall blocker, follow the instructions to download the
Robocall Blocker app from the Apple App store or
Google Play Store, and then follow the on-screen
prompts to complete set up.

I Some features require additional activation. Privacy management features cover up to five email addresses in
a family plan. Robocall blocker and ad blocker can only be used by primary subscriber, even in a family plan.
Cyber and family digital safety features are managed through the primary subscriber’s account in family plans.

Screened call
(608) 371-6520

This is Michelle from Dr.
Smith's office calling about >

) your appointment.

Got it. Please press 1 to be
connected.

CALLER ON HOLD

v Allow this call

a0 Send to voicemail

X Hang up call

a
9:47
Monday, June 3

(608) 371-6520




t a
ad blocker | o 0:41

Available with Allstate Identity Protection Pro+ (W screening svee romaistaterobocar W Monday, June 3
' (608) 371-6520
Set up automated blocking for unwanted |M | is is micetie from or.
. . . . Smith's office calling about >
advertisements, prevent data gathering by online ) your appointment.

trackers, and safelist websites you trust. e

connected.

CALLER ON HOLD

To activate, click "Ad Blocker" on the left in the portal,
then click “Launch Now.” You'll be automatically
linked to the browser extension store. Download the
browser extension on your current browser. Click
"Add to Browser" and log into the Ad Blocker with
your Allstate Identity Protection username and

password o activate

Send to voicemail

I Some features require additional activation. Privacy management features cover up to five email addresses in
a family plan. Robocall blocker and ad blocker can only be used by primary subscriber, even in a family plan.
Cyber and family digital safety features are managed through the primary subscriber’s account in family plans.




how to get the most out of
Allstate |dentity Protection

A Set up financial transaction

— o Verify credit monitoring to receive rapid alerts o _ _
monitoring for your financial accounts

Add and manage accounts for minors or

. ® .
% invite adult family members to enroll and ! & Read Security Pro® for personalized

. alerts and subscribe to text alerts
activate features

Download our app to see and
respond to alerts from anywhere

2

when important personal information, like your

Add credentials to dark web monitoring for alerts
email address or passwords, is compromised




full-service restoration and customer care

Expertise, diligence, advocacy Patience, empathy, clarity

*  We have the experience and knowledge you need. *  We restore your trust and confidence.

*  We're experts in helping resolve all kinds of cases. *  We support you with concierge-level service — without call quotas.
*  We advocate on your behalf. *  Our specialists make sure you feel seen, heard, and safe.

* Pre-existing fraud is covered at no extra cost.



Allstate.
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Questions? 1.800.789.2720
Or visit myaip.com



